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We examine technological systems that display the following characteristics: (i) unplanned outages incur
significant costs, (ii) the system experiences an outage if one or more of its subsystems fails, (iii) subsys-

tem failures may occur simultaneously, and (iv) subsystem recovery requires specific resources and capabilities
that are provided by different firms. Firms may invest in two measures to enhance system availability—namely,
failure prevention and recovery capacity. If recovery capacity investment is the only option, we find that the
firms in a decentralized setting overinvest in capacity, resulting in higher system availability but at a higher
cost. If both investments can be made, we find that the firms underinvest in failure prevention and overin-
vest in recovery capacity. That is, firms in a decentralized setting shift their focus from preventing failures to
responding to failures. The net effect is lower system availability, reversing the conclusion above. We also find
that, unexpectedly, firms are more willing to let their subsystems fail if a joint failure is more likely to occur.
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1. Introduction
Maintaining a high level of system availability is
of the utmost importance to many firms operat-
ing critical equipment, because prolonged outages
can significantly impact their short-term and long-
term profitability. In the energy industry, for instance,
“unplanned downtime is exceedingly costly, whether
from lost revenues, O&M [operations and main-
tenance] costs, contractual penalties, or regulatory
fines” (GE Energy 2010, p. 2). British Energy lost
18% of its annual generating capacity as a result of
unplanned outages in its power plants between 2000
and 2008 (British Energy 2008), with outages in 2003
alone causing British Energy to seek and receive a £75
million increase in its credit agreement with the UK
government (Ford 2003). In the airline industry, it is
estimated that an “aircraft-on-ground” (AOG) due to
mechanical, electrical, or other types of failures costs
an airline company as much as $150,000 per hour.1 The
consequences of a system outage go beyond financial
impacts. The reputation of British Airports Authority,
the operator of Heathrow Airport, was severely dam-
aged in 2008 when a software glitch caused both bag-
gage sorting machines in Terminal 4 to fail; as a result,

1 Boeing Commercial Airplanes Operations Center, http://www
.boeing.com/commercial/global/opscenter.html.

passengers were allowed to travel with only hand lug-
gage for two days (Chapman 2008).

Firms may enhance system availability in a num-
ber of ways. Whereas reducing the frequency of fail-
ures is an obvious route, availability can also be
improved by shortening the time it takes to restore
the system after a failure. How to prioritize between
these availability enhancement options is an impor-
tant decision to make, but it is further complicated
by the facts that most systems are complex collec-
tions of subsystems (e.g., boilers and turbines in a
power plant, engines and avionics in an aircraft,
conveyor belts and software in a baggage handling
system) and that these subsystems are often intercon-
nected. System failure can result from a failure of even
one subsystem, and different subsystems typically
require distinct resources and capabilities for restora-
tion. Moreover, multiple subsystems can fail simulta-
neously, either because some external shock damages
multiple subsystems or because the failure of one sub-
system causes the knock-on failure of another sub-
system (see Scudder 1984, Palmer and Danaher 2004,
Boyko and Popov 2010, and Milmo 2010 for examples
of knock-on failures in power plants and aircraft sys-
tems). System availability therefore depends not only
on the investments made in failure prevention and
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recovery across multiple subsystems but also on the
nature of failure interactions between subsystems.

System governance adds another layer of complex-
ity. In some cases, a single firm is liable for any out-
age consequences and has maintenance/restoration
responsibility for all subsystems, but in other cases,
the overall system outage consequence flows to mul-
tiple firms who have responsibilities for different
subsystems. Power plant builders such as Alstom,
General Electric, and Siemens offer contractual ser-
vice agreements (CSAs) to plant owners in which
each provides unplanned maintenance coverage for
all subsystems in a plant. Lacking certain techno-
logical capabilities, however, these companies have
partnered with solar companies when building and
maintaining solar thermal power plants. For example,
Alstom and BrightSource Energy signed an agreement
in 2010 to build and service integrated power plants
(Alstom 2010). Similarly, different types of system
governance exist for the maintenance of airport bag-
gage handling systems. In some cases a single original
equipment manufacturer (OEM) is responsible for the
entire system, as was the case with Siemens’ mainte-
nance contract for Terminal 2 in Munich International
Airport; in other cases joint CSAs involving multiple
OEMs are also observed, as was the case with Siemens
and Elsag Datamat’s joint maintenance contract for
Fiumicino Airport in Rome (Airport Logistics 2010).

The facts outlined above—that unplanned sys-
tem outages incur significant costs, that simultane-
ous subsystem failures can occur, that subsystem
recovery requires specific resources and capabilities,
and that the recovery processes may be managed
by different firms—present significant challenges for
firms investing in failure prevention and recovery
capacity. Not only must firms wrestle with trade-
offs between failure prevention and recovery capac-
ity investments within a subsystem, they must also
account for the possibility of joint subsystem fail-
ures and the strategic interactions between the firms
responsible for different subsystems. From our con-
versations with practitioners in the aerospace and
defense industry, we learned that they are indeed con-
cerned about these issues as the entire industry moves
toward performance-based service outsourcing mod-
els in which subsystem providers are compensated
based on aircraft availability. Motivated by these
examples, we seek to find answers to a set of ques-
tions that, to our knowledge, have not been addressed
in prior research. Compared with the centralized set-
ting in which a single firm manages all subsystems,
do firms in a decentralized setting invest more or less
in failure prevention and recovery capacity? Does the
answer depend on how system outage cost is allo-
cated among the firms? How does the probability of
joint subsystem failures impact system efficiency?

We answer these questions by constructing and
analyzing a stylized game-theoretic model that cap-
tures the system characteristics described above. One
of the key features of our model is that the possi-
bility of simultaneous subsystem failures creates an
ambiguity in accounting for each firm’s contribution
to system performance. That is, when failure probabil-
ities are associated, there is no clear-cut way to disen-
tangle each firm’s contribution to the system outage
(hence, “guilt by association”), whose duration can
be shortened by the inputs from all firms. As we
demonstrate, the allocation rule employed to divide
the system outage cost is critical in shaping the firms’
incentives. In our model we lay out the set of condi-
tions that allocation rules should possess in order to
represent firm accountability, present their properties
and interpretations, and derive general insights that
naturally arise from them. Our main findings are as
follows.

1. Firms in a decentralized system overinvest in
recovery capacity compared with the centralized
system if failure probabilities cannot be changed.
Consequently, decentralization leads to higher system
availability, but this benefit comes at a higher overall
cost.

2. When firms may invest in failure prevention as
well as recovery capacity, however, the above conclu-
sion is reversed: decentralization leads to lower sys-
tem availability. We find that, with an option to invest
in both measures, decentralization shifts a firm’s focus
from preventing failures to responding to failures.

3. The possibility of joint subsystem failures influ-
ences centralized and decentralized systems differ-
ently. In particular, when a firm in a decentralized
system faces a greater probability that its subsystem’s
failure cascades to another, it is more willing to let
this happen, thus lowering system availability.

2. Related Literature
Our model builds on ideas found in a number
of related but independently established literatures,
including those of system reliability theory, public
goods economics, and the operations management
(OM) studies on disruption management.

System reliability theory (Barlow and Proschan
1975, Rausand and Høyland 2004) concerns itself with
how a system’s overall reliability is evaluated from
its internal structure (e.g., components or subsystems
in series and/or parallel configurations) given the
random nature of failure processes, and what type
of inspection and component replacement policies
should be employed. A closely related area is prob-
abilistic risk assessment (PRA), “a method widely
used in engineering and in other fields to assess the
probabilities and consequences of failures of a given



Kim and Tomlin: Strategic Failure Prevention and Recovery Capacity Investments
Management Science 59(7), pp. 1631–1649, © 2013 INFORMS 1633

system” (Paté-Cornell 2007, p. 224). Sophisticated
models and tools have been developed based on these
streams of literature with a wide range of applica-
tions to quality control, construction, product devel-
opment, and environmental protection, to name just
a few. We borrow several concepts from system reli-
ability theory—in particular, a model of dependent
subsystem failures in a serial system—but add a
new element of decentralized decision making; this
aspect is largely ignored in this literature, which has
traditionally focused on evaluating the data-driven
statistical reliability measures from an engineering
perspective.

There is a small but significant body of litera-
ture that connects system reliability theory and PRA
with game theory, in the context of protecting a criti-
cal infrastructure from such risks as terrorist attacks.
Bier (2005) provides an excellent survey of this area.
A typical model found in this literature has a setup
in which an attacker chooses a target within a sys-
tem that has series or parallel structures to maxi-
mize the probability of disabling the system, whereas
a defender invests in resources to protect vulnera-
ble points in the system to minimize the chance of
a successful attack. In contrast, our model does not
feature a game between an attacker and a defender
with opposing objectives; instead, we consider a game
between parties who independently manage the sub-
systems and whose collective actions determine the
performance and the cost at the system level. The
article by Kunreuther and Heal (2003) is related to
this paper in this regard, for they study a multi-
agent “interdependent security” game in which an
externality is created by the probability of a spillover
effect. However, many aspects of these two papers
differ, including the problem focus and the modeling
approach.

A stream of literature exists in economics that
investigates how individual decisions on public good
consumption are influenced by an aggregated output
that exhibits either the weakest-link property or the
best-shot property, in contrast to the additive prop-
erty that is assumed in the majority of public good
economics models. This literature is relevant to our
model (which builds on the system reliability theory)
because the weakest-link and best-shot properties are
present in a serial system and a parallel system,
respectively. In his seminal paper, Hirshleifer (1983)
considers public goods with the production functions
having each of the three properties above and finds
that the degree of underprovision of goods (com-
pared with the socially optimal level) is the small-
est under the weakest-link property and the highest
under the best-shot property. Cornes (1993) extends
this analysis by incorporating heterogeneity in indi-
vidual preferences. At the intersection of this litera-
ture and system reliability theory are Hausken (2002)

and Varian (2004). Both consider strategic interactions
among players whose utilities are linked in a serial
or a parallel structure, and they analyze the equilib-
rium of the utility maximization games. The games
presented in these papers are quite simple (determin-
istic utilities, binary decisions in Hausken 2002, etc.),
and moreover, they focus exclusively on the decisions
leading up to a system failure (or a nonfailure). Our
work has a fundamentally different focus because we
pay special attention to what happens afterwards, i.e.,
system recovery, and in addition, we uncover sub-
tle and interesting insights based on a probabilistic
analysis.

Various strategies for managing the risk of produc-
tion system failures have been studied in the OM
literature. Supplier diversification, under which mul-
tiple vendors are used to supply the same compo-
nent, offers benefits that are analogous to those in
a parallel system structure in that the system func-
tionality (order delivery) breaks down if and only if
all suppliers fail; see Tomlin (2006) and Dada et al.
(2007). Emergency sourcing is an alternative option
in which a backup supplier is used in the event of
a failure to the primary supplier; see Chopra et al.
(2007) and Tomlin (2009). Wang et al. (2010) consider
process improvement investments to reduce supply
risks. Although these papers share the same broad
theme as in ours, they take a centralized-system per-
spective and do not consider strategic interactions
among different firms. As surveyed in Aydin et al.
(2012), a number of papers consider supply risk
management in decentralized systems. Bakshi and
Kleindorfer (2009), for example, consider a bargain-
ing game between a retailer and a supplier who face
an interdependent supply chain disruption risk. Most
of these explore buyer–supplier, vertical coordination
settings, but some (e.g., Babich et al. 2007, Yang et al.
2012) study horizontal competition among multiple
suppliers. These papers differ from ours in that they
develop their models in production distribution set-
tings (as opposed to failure recovery settings), and
they do not investigate incentive effects originating
from dependent subsystem failures in a serially linked
system, which is the main focus of this paper.

Finally, there are a number of related papers that do
not fall exactly into the above categories. Kim et al.
(2010) study a problem in which a supplier is incen-
tivized to reserve a system recovery capacity through
a performance-based contract that penalizes him for
system downtime. However, their focus is on a con-
tracting mechanism in a vertical customer–supplier
relationship, instead of the horizontal competition
that takes place in our model. Hu et al. (2013) consider
a similar setting but study other contracting strate-
gies. Kwon et al. (2010) feature a model of capacity
(“work rate”) competition in a project management
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setting. Our model features a similar capacity compe-
tition, but it diverges significantly from Kwon et al.
(2010) because of the differences in contexts and
research questions.

3. Model
Building on the discussion in §1, we model a sys-
tem with the following characteristics: (i) unplanned
outages incur significant costs, (ii) the system expe-
riences an outage if one or more of its subsystems
fails, (iii) subsystem failures may occur simultane-
ously, and (iv) subsystem recovery requires specific
resources and capabilities that are provided by dif-
ferent firms. To achieve model parsimony, we sup-
press ancillary features and make some simplifying
assumptions, as outlined below.

3.1. System Description
The system consists of two distinct subsystems,
i ∈ 81129, in a series structure. When referring to
subsystem i, we use j to denote the other subsystem.
For simplicity, we treat each subsystem as the smallest
unit and do not explicitly model the internal structure
of each subsystem. We consider two types of system
management with regard to failure prevention and
recovery. In a centralized system, the two subsystems
are managed by a single firm, e.g., Siemens’ exclusive
maintenance contract for the baggage handling sys-
tem in Munich International Airport (see §1), whereas
in a decentralized system, the recovery of subsystem
i is managed by firm i, e.g., Siemens and Valoriza’s
joint maintenance contract for the Lebrija solar ther-
mal power plant in Spain.2 There is no third party
in the decentralized system that can play a media-
tor role. In addition, we assume that the two firms
do not have a leader–follower relationship. No side
payments are made between the firms, but such a
situation is considered in §7.3 as an extension. All
parameters are common knowledge in the decentral-
ized case.

The system has a finite life, scaled to 1 without loss
of generality, reflecting the economic life of the sys-
tem. For the purposes of this paper, the economic life
refers to the length of time for which the firms are
responsible for outages (e.g., the duration of the CSA).

3.2. System Failure
Because of the series structure, the system is oper-
ational (up) if and only if both subsystems are up;
a failure of either subsystem causes the system to fail

2 “Siemens provided Lebrija’s complete solar field, with all the
solar receivers, collectors and mirrors, as well as the steam turbine.
Valoriza provided the civil works, power block, and heat trans-
fer fluid system 0 0 0 0 The two companies are jointly responsible for
operation and maintenance” (Siemens 2012).

(down). We focus on failure events that are sudden,
unpredictable, and complete (i.e., disable a subsystem
instantaneously) rather than gradual and/or partial
failure events. Subsystem failures occur as a result
of some rare and exogenous shock, which arrives to
the system with probability � > 0. The shock may
originate from a natural phenomenon (an earthquake,
lightning, etc.), a human error, or other random fluc-
tuations in the operating environment. The proba-
bility � represents the aggregate chances of all such
events. For simplicity, we assume that � is sufficiently
small so that the probability of more than one shock
arriving during the system lifetime is negligible.3

Both subsystems can fail as a result of the external
shock. We focus on a type of joint failure known in
system reliability theory as a cascading failure, in which
the failure of one subsystem may trigger a chain reac-
tion that causes the other subsystem to fail. Cascading
failures are quite common, and they occur when a
malfunction of one subsystem creates stress for other
subsystems through increased pressure, temperature,
humidity, and so on (Rausand and Høyland 2004).
Another type of joint failure often studied in the reli-
ability literature is the common-cause failure, which
describes situations where multiple subsystems fail
directly due to a common source. To obtain sharper
insights, we focus exclusively on the cascading fail-
ure scenario by assuming that the probability of a
common-cause failure is negligible.

The external shock causes a direct failure of at most
one subsystem, with �i > 0 denoting the probability
that subsystem i undergoes a direct failure. (Direct
failures in the two subsystems are mutually exclusive
as we rule out common-cause failures.) Therefore, the
system is unharmed by the shock with probability 1−

�1 −�2. We restrict the range of �1 and �2 such that �1 +

�2 < 1. Subsequently, a direct failure of subsystem i
leads to an instantaneous knock-on indirect failure of
subsystem j with probability qij . As a result, the sys-
tem experiences one of four possible scenarios during
its lifetime (see Figure 1, which summarizes all cases):
(i) no system failure, with probability 1 − 4�1 + �25�;
(ii) system failure due to subsystem 1 down and
subsystem 2 up, with probability p1 ≡ 41 − q125�1�;
(iii) system failure due to subsystem 1 up and sub-
system 2 down, with probability p2 ≡ 41−q215�2�; and
(iv) system failure due to both subsystems down, with
probability pb ≡ 4q12�1 + q21�25�.

The probability �i reflects the fragility of subsys-
tem i; the higher the value of �i, the smaller the
chance that subsystem i can withstand the shock and

3 This assumption is not overly restrictive because, with some addi-
tional assumptions (e.g., Poisson shock arrivals), the analysis can
be extended to a case with multiple shock arrivals without affecting
the insights.
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Figure 1 Event Diagram of Subsystem Failures
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prevent the system from failing. The probability qij
reflects subsystem j’s susceptibility to a subsystem i
failure; the higher the value of qij , the more subsys-
tem j is prone to an indirect failure originating from
subsystem i. We assume that the system is cascade-
prone; that is, indirect failures occur with positive
probabilities (q12 > 0 and/or q21 > 0). Furthermore,
we assume that the susceptibilities q12 and q21 are
exogenously given. This is a reasonable assumption
especially in a decentralized system, because an indi-
rect failure propagates through a common interface
(e.g., electrical cable) whose physical properties are
determined by system requirements for coordination
functions and cannot be modified unilaterally by one
firm. In contrast, we allow for the possibility that
the fragilities �1 and �2 are endogenously determined
by discretionary firm investments; this is considered
in §5. We also study the impact of varying suscepti-
bilities in §6.

3.3. System Recovery
Failures are not catastrophic in that a full system
recovery can be made through repair of an affected
subsystem. In the event that subsystem i fails, it takes
a random amount of time Yi to restore this subsys-
tem from the disabled state to the operational state.
As in numerous other papers (e.g., Tomlin 2006 and
references therein), we assume that Yi is exponentially
distributed with parameter �i, so the expected value
of Yi, i.e., the mean-time-to-repair (MTTR), is given
by 1/�i. Nonexponential distributions do not funda-
mentally change the insights, but they complicate the
analysis significantly. We assume that Y1 and Y2 are
independent. The system outage duration, i.e., the
time from system failure until it is once again oper-
ational, is a random variable T that depends on the
failure scenario and the subsystem recovery times Y1
and Y2. If only subsystem i fails, then T = Yi, but
T = max8Y11Y29 if both subsystems fail. Throughout
the paper we use the uppercase Y1, Y2, and T to

denote random variables and lowercase y1, y2, and t
to denote their realizations. We also use the notation
� for the expected system outage duration, which is
weighted by the failure probabilities p1, p2, and pb (see
Equation (2) for a precise definition).

System availability is defined as the percentage
uptime of the system. Because we normalize the
length of system life to 1, system availability is
simply 1 − � , and so availability increases as the
expected outage duration � decreases. Availability can
be enhanced by reducing the probabilities of sub-
system failures or by shortening subsystem recov-
ery times (i.e., reducing the MTTRs). The latter can
be achieved through investments in such resources
as field service technicians and prepositioned spare
parts. These resources cannot be shared between sub-
systems because the required expertise and parts are
subsystem specific. For example, boilers and turbines
in a power plant are repaired by different techni-
cians because these subsystems require distinct train-
ing and skill sets. Hardware and software repairs in a
baggage handling system are carried out by different
technicians. Similarly, avionic and engine subsystems
of an aircraft share very little common parts, the for-
mer being mostly electronic whereas the latter mainly
mechanical, even though they are interconnected to
enable flight controls.

The recovery capacity for subsystem i is mea-
sured by �i, the inverse of MTTR. We assume that
subsystem i possesses a baseline recovery capacity
of �i > 1; that is, there is sufficient existing capac-
ity so that the baseline subsystem MTTR is less than
the system life. The firms make discretionary deci-
sions on how much additional recovery capacity to
install, with subsystem i capacity costing �i per unit.
Hence, firm i incurs the cost �i4�i − �i5 for increas-
ing its capacity from �i to �i. The linear cost function
is employed for analytical tractability, and a similar
assumption has been made in other papers (e.g., Kim
et al. 2010, Cachon and Feldman 2011). In §8.1 we
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relax the linearity assumption and demonstrate that
the insights are not altered. We assume that �i does
not depend on the system governance (centralized
or decentralized). Because the subsystems require
distinct resources for restoring them, the capacities
cannot be shared between them. Without loss of gen-
erality, we also assume that the feasible recovery
capacity �i is bounded above by some arbitrarily
large number �̄i. This ensures that in the decentral-
ized system, each firm’s strategy space 6�i1 �̄i7 is com-
pact, which facilitates the game-theoretic analysis.

In addition to recovery capacity, firms may invest in
failure prevention to reduce subsystem fragility �i and
increase system availability. We postpone the descrip-
tion of this strategy until §5.

3.4. System Outage Penalty and Allocation
System outages have financial and reputational con-
sequences that depend on the outage duration. For
example, many service-level agreements found in the
information technology, aerospace and defense, heavy
equipment, and other industries stipulate a penalty
based on the duration of system downtime or on
system availability. Moreover, damage to a system
operator’s reputation accrues as system recovery is
delayed. Motivated by these examples, we assume
that the system incurs an outage penalty at a rate
of � per unit time that the system is down. The
time-independent constant penalty rate assumption
is reasonable—especially if � represents the oppor-
tunity cost of lost revenue—and promotes analyti-
cal tractability. (For completeness, in §8.2 we study
the impact of having time-dependent penalty rates.)
An outage may also incur a fixed cost, but we omit
it in our model to focus on the impact of time-based
penalty. Then, as we ignore time discounting, a sys-
temwide penalty equal to ç4t5=�t is incurred in the
event of an outage that lasts t time units. We assume
that � is sufficiently larger than the capacity invest-
ment cost �i, which allows us to focus on the inte-
rior solutions in the subsequent analyses. We assume
that if an outage occurs and recovery is not complete
by time 1 (the economic life of the system), then the
penalty still accrues until recovery is complete. For
example, if an outage occurs in the last week of a
maintenance contract, the party responsible for recov-
ery would typically still bear contractual penalties
until the system is brought back up.

For a given outage duration realization t, the
systemwide penalty function ç4t5 is invariant to
whether the system is centralized or decentralized.
This reflects the fact that the economic consequence of
an outage is measured at the system level regardless
of the internal management structure. In a centralized
system there is only one firm, so this firm internalizes
the full systemwide penalty ç4t5. In a decentralized

system, the penalty is assigned to the two firms
according to a prescribed rule, which defines the
penalty allocations ç14y1 � y25 and ç24y2 � y15. (Such a
rule is necessary, for example, when the firms devise
a joint CSA under which they promise to reimburse
their customer together for the lost output ç4t5; we
do not formally model how the rule is negotiated
between the firms.) We adopt the convention of set-
ting yj = 0 when a system outage occurs due only to
the failure of subsystem i.

In the event that an outage is caused by the failure
of a single subsystem, there is no ambiguity in allocat-
ing the penalty: the firm responsible for restoring the
failed subsystem should absorb the full penalty ç4t5.
However, matters are not as clear-cut in the event
that both subsystems suffer failures. What is each
firm’s contribution to the system outage when both
are down? Should the penalty be equally divided in
half? How should the penalty be allocated if one firm
finishes recovery before the other? It is critical for
the two firms to agree on a penalty allocation rule
that resolves these issues.4 For expositional clarity,
we develop the model under the assumption that the
chance of timely and undisputable root cause discov-
ery is negligible and rule out ex post side compensa-
tions. We relax this assumption in §7.3 and examine
the consequences.

Although the ambiguity created by simultaneous
failures allows for many different ways to allocate the
outage penalty, some allocation rules are not reason-
able from a practical perspective. Hence, we focus on
allocation rules that satisfy a minimal set of condi-
tions that represent firm accountability.

Assumption 1. For all yi1yj ≥ 0 and i = 112,
i 6= j , (i) çi4yi � yj5 + çj4yj � yi5 = ç4max8yi1yj95;
(ii) çi4yi = x � yj = z5=çj4yj = x � yi = z5; (iii) çi4yi � yj5
≤ç4yi5; and (iv) çi4yi � yj5 increases in yi.

Condition (i) ensures that the two firms together
are fully responsible for the total systemwide outage
penalty, which is proportional to the outage duration
of the last-to-recover subsystem, max8yi1yj9. Condi-
tion (ii) ensures impartiality; that is, the allocation
depends strictly on subsystem recovery times and
does not discriminate between firms based on their
identity. This is reasonable under the earlier assump-
tion that the root cause of a joint failure cannot be
identified. Condition (iii) ensures that a firm is held
accountable only for the duration of system outage

4 This is especially true in many real-world situations where finding
the exact chain of events that led to a cascading failure is extremely
difficult. As Bier (1997, p. 7) notes, “The act of performing a root
cause analysis does not ensure that the root causes are actually
found.” Even if the root cause can be identified, an allocation rule is
still relevant because the outage penalty would have to be somehow
shared as long as each contributes to the delay in system recovery.
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to which it has contributed; the firm is not liable for
the system-level penalty (if any) accrued after its sub-
system is restored. Condition (iv) requires that a firm
receives a higher penalty if its subsystem recovery is
delayed, all else being equal. All stated conditions are
reasonable. Note that the conditions apply to all fail-
ure scenarios—they are trivially satisfied in the case
where a system outage is due to a failure of only
one subsystem. Observe that condition (iii) implies
that the penalty for the firm that recovers first does
not exceed � min8yi1yj9, the system penalty accrued
while both subsystems are down. It then follows that
we can express firm i’s penalty çi4yi � yj5 as

çi4yi � yj5=�gi4yi � yj5min8yi1yj9+�4yi − yj5
+1 (1)

where gi4yi � yj5 ≤ 1 is the fraction of � min8yi1yj9
assigned to firm i and where 4 · 5+ ≡ max801 ·9. The
fraction gi4yi � yj5 may depend on the recovery
times yi and yj . To facilitate analysis, we assume
that gi4yi � yj5 is monotonic and twice differentiable
everywhere.

Finally, we impose the following condition on the
allowed allocation rules to further operationalize firm
accountability.

Assumption 2. For yi <yj ,
¡çi4yi � yj5/¡yj

¡çi4yi � yj5/¡yi
<

yi
yj
0

With i denoting the faster firm, i.e., yi < yj , this
condition ensures that a change in the penalty for
the faster firm is more sensitive to that firm’s own
performance (recovery time) than it is to the slower
firm’s performance. Moreover, the relative sensitivity
in general depends on performance outcomes (more
pronounced if the performance gap is larger), as indi-
cated by the ratio yi/yj in the condition. Assumption 2
precludes some undesirable characteristics of an allo-
cation rule. For example, if an allocation rule violates
Assumption 2, one may encounter an unrealistic sit-
uation where a firm is penalized (in expectation) for
reducing the joint downtime min8yi1yj9.

Assumptions 1 and 2 together accommodate a wide
range of allocation rules, including two special ones
that stand out because their simple and intuitive
characteristics make them amenable to adoption in
practice. These rules, analogous to two fair division
principles discussed extensively in the social choice
theory literature in the context of the “claims prob-
lem” (Young 1994), are as follows.

Allocation Rule 1 (A1; The “Contested Garment”
Rule). The penalty rate � is split equally for the dura-
tion in which both subsystems are down, but the firm
that recovers later fully absorbs � for the duration in
which only its subsystem is down. Thus, çi4yi � yj5 =

4�/25min8yi1yj9+�4yi − yj5
+.

Allocation Rule 2 (A2; The “Proportional” Rule).
The total penalty � max8yi1yj9 is allocated to the firms

in proportion to each firm’s respective subsystem recovery
time. Thus, çi4yi � yj5=�4yi/4yi + yj55max8yi1yj9.

A1 is fair from the perspective of accounting for
each firm’s contribution to the system outage at any
given moment; if the system is down due to failures of
both subsystems, the systemwide penalty � for that
moment is equally divided between the two firms.
On the other hand, A2 is fair from the perspective
of accounting for each firm’s relative contribution
toward the total system outage at the completion of
recoveries, because the penalty share is proportional
to the realized recovery time.5 The logic behind A1
is analogous to that of the “Contested Garment” rule
which dates back to Babylonian Talmud, whereas
the proportionality principle of A2 is attributed to
Aristotle (Young 1994).6 At times in the paper we refer
to these two rules to clearly convey the intuition for
certain general results.

4. Investment in
Recovery Capacity Only

In this section we study the optimal recovery capacity
decisions assuming that the failure probabilities p1, p2,
and pb are exogenously given. This case represents the
situation in which the failure prevention investment
is infeasible, and therefore system availability can be
enhanced only through recovery efforts, enabling us
to isolate the outcome of firms’ strategic decisions that
are made without the first option. We examine the
centralized system (§4.1) and the decentralized sys-
tem (§4.2), and we then compare the outcomes (§4.3).

4.1. Centralized System
Given recovery capacities 4�11�25, the expected
total cost for the firm in a centralized system is
ëc4�11�25= �14�1 −�15+�24�2 −�25+E6ç4T 57, where
the first two terms reflect capacity investment costs
and E6ç4T 57 is the expected outage penalty charge
over the system life. Now, E6ç4T 57 = ��4�11�25,
where �4�11�25 is the expected outage duration.
As discussed in §3, there are four outage scenar-
ios: (i) no failure, in which case the outage duration
T = 0; (ii) only subsystem 1 fails (with probability p1),
in which case T = Y1; (iii) only subsystem 2 fails
(with probability p2), in which case T = Y2; and (iv)

5 A1 and A2 can be written in the form of (1) with gi4yi � yj 5 = 1/2
and gi4yi � yj 5 = yj/4yi + yj 5, respectively. The latter is true because
4yi/4yi + yj 55max8yi1yj 9= 4yj/4yi + yj 55min8yi1yj 9+ 4yi − yj 5

+.
6 Under the Contested Garment rule, if one person claims the entire
garment and the other person claims half of it, they should receive
3/4 and 1/4 of the garment, respectively. This is because only half
is in dispute: by claiming half of the garment, the second claimant
concedes the other half to the first claimant. Because the disputed
portion is divided equally, the second claimant receives 1/2×1/2 =

1/4 of the garment. The same logic appears in Cachon and Larivere
(1999) under the name linear allocation.
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both subsystems fail (with probability pb), in which
case T = max8Y11Y29. Recall that Y1 and Y2 are inde-
pendent and exponentially distributed with parame-
ters �1 and �2, respectively. Therefore, E6Y17 = 1/�1,
E6Y27 = 1/�2, and E6max8Y11Y297 = 1/�1 + 1/�2 −

1/4�1 + �25. It then follows that the expected outage
duration is

�4�11�25 = p1E6Y17+ p2E6Y27+ pbE6max8Y11Y297

=
p1 + pb
�1

+
p2 + pb
�2

−
pb

�1 +�2
1 (2)

and therefore the expected total cost can be ex-
pressed as

ëc4�11�25 = �14�1 − �15+�24�2 − �25

+�

(

p1 + pb
�1

+
p2 + pb
�2

−
pb

�1 +�2

)

0 (3)

The firm chooses �1 and �2 to minimize this function.
Let 4�C

1 1�
C
2 5 denote the optimal recovery capacities

for the centralized system that solves this minimiza-
tion problem.

Proposition 1. (a) ëc4�11�25 is convex. (b) 4�C
1 1�

C
2 5

is given by the unique solution to the system of equations
4pi + pb5/�

2
i − pb/4�i +�j5

2 = �i/�, i = 1121 i 6= j .

All proofs are found in the appendix. Observe
from (3) that the expected total system cost is insep-
arable in �1 and �2 because there is a positive
probability of the subsystems simultaneously fail-
ing (pb > 0). The optimal subsystem capacities are
therefore linked, and they are in fact complemen-
tary; i.e., ¡2ëc/¡�i¡�j < 0. (Recall that ëc4�11�25
is a cost, not a profit, so a negative cross partial
indicates complementarity.) That is, an increase in
subsystem j’s capacity leads to an increase in subsys-
tem i’s capacity. To understand this, consider what
happens when both subsystems fail. If the capacity
level of subsystem j goes up, then this subsystem’s
contribution to the expected system outage duration
diminishes, increasing the likelihood that the out-
age duration is driven by subsystem i. Therefore, the
marginal benefit (i.e., reduction in outage duration)
of increasing subsystem i’s capacity is greater when
subsystem j’s capacity is higher.

4.2. Decentralized System
We now study the decentralized system in which
different firms are responsible for subsystem capac-
ity decisions. If subsystem j has a recovery capacity
of �j , then firm i’s expected total cost as a function
of its recovery capacity �i is ëi4�i ��j5= �i4�i − �i5+
E6çi4Yi � Yj57, which can be written as

ëi4�i ��j5 = �i4�i − �i5+ pi�E6Yi7

+ pb�E6gi4Yi � Yj5min8Yi1Yj97

+ pb�E64Yi −Yj5
+7 (4)

using the expression in (1). Note that the expectations
are functions of capacities �i and �j . Firms 1 and 2
competitively choose �1 and �2 to minimize their
respective expected costs ë14�1 � �25 and ë24�2 ��15
in a simultaneous-move game. The next proposition
establishes the existence and uniqueness of the Nash
equilibrium of this capacity game.

Proposition 2. A Nash equilibrium of the capacity
game exists under an allocation rule that satisfies Assump-
tion 1. Moreover, the equilibrium is unique if pb ≤ 2

√

p1p2.

Note that Assumption 2 is not needed for this
result. The condition pb ≤ 2

√

p1p2 (which implies
pb ≤ p1 + p2 via geometric inequality) that establishes
uniqueness of the equilibrium is quite reasonable,
because it is satisfied in realistic scenarios where a
joint subsystem failure is less likely to occur than a
single subsystem failure.

The equilibrium capacities are found from the
first-order conditions that minimize (4) for i = 112.
Although in general they are specified implicitly, sim-
plified expressions are available for the two special
allocation rules A1 and A2 introduced in §3.4. Let
4�A1

1 1�A1
2 5 and 4�A2

1 1�A2
2 5 be the equilibrium capacities

under these rules.

Corollary 1. The equilibrium capacities 4�A1
1 1�A1

2 5
and 4�A2

1 1�A2
2 5 are given by the solutions to the following

systems of simultaneous equations:
(a) Under A1,

pi + pb
�2

i

−
pb

24�i +�j5
2

=
�i

�
1 i = 1123 i 6= j0

(b) Under A2,

pi + pb
�2

i

− pb

(2�j42�i +�j5

4�i −�j5
4

ln
4�i +�j5

2

4�i�j

−
2�j42�i +�j5

4�2
i −�2

j 5
2

)

=
�i

�
if �i 6=�j and

(

pi +
13
16

pb

)

1
�2

i

=
�i

�
otherwise,

i = 112; i 6= j .
If firms are symmetric, the Nash equilibrium of the

capacity game under each allocation rule is unique and
symmetric.

Notice that uniqueness under A1 and A2 is estab-
lished without any restriction on the parameter values
for the special case of symmetric firms, i.e., when all
exogenous parameters are identical (�i = �j , qij = qji,
and so on); the condition pb ≤ 2

√

p1p2 in Proposition 2
is not required. In the discussions below, we focus on
the symmetric case as it facilitates the analysis and
helps generate sharp insights.
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Before moving on to the comparison between the
equilibrium capacities in a decentralized system and
the optimal capacities in a centralized system, we
examine the nature of capacity interactions under A1
and A2. Recall that the subsystem capacities were
complementary in the centralized case. It is found that
the same is true under A1, i.e., ¡2ëi/¡�i¡�j < 0, for the
reason qualitatively similar to the one outlined in §4.1.
Under A2, on the other hand, the capacity interaction
is more nuanced. It can be shown that the capacities
are complements if their values are close to each other,
but they become substitutes if their values are suffi-
ciently far apart. This happens because the degree of
convexity embedded in the fraction yi/4yi + yj5 creates
highly nonlinear behavior at extreme ends. Therefore,
whether the capacities are complements or substitutes
in a decentralized system depends on how the sys-
temwide penalty is allocated.

4.3. Comparing the Centralized and
Decentralized Systems

We now compare the outcomes in the centralized
and decentralized cases. We focus on three metrics
of particular interest: recovery capacity, expected out-
age duration, and total system cost. Note that system
availability increases as the expected outage duration
decreases; see §3.3. To enable unambiguous compar-
isons and to generate sharp insights, in this subsec-
tion we focus on the symmetric system in which
all subsystem-specific parameters are identical. (This
allows us to normalize all confounding factors and
isolate the effect of decentralization.) To this end, we
drop the subscripts i and j from parameters �, �,
and q for notational convenience. Because �1 = �2
in equilibrium for the symmetric system, we use �C

and �A to denote the optimal/equilibrium subsys-
tem recovery capacity of each firm in the central-
ized system and in the decentralized system under
any allocation rule satisfying Assumptions 1 and 2.
Similarly, �A1 and �A2 denote each firm’s equilib-
rium capacity in the decentralized system under the
specific allocation rules A1 and A2. The resulting
expected outage duration � and the total system cost
ëtot are superscripted in a similar manner, with the
understanding that ëtot = ëc in the centralized sys-
tem and ëtot =ë1 +ë2 in the decentralized system.
The next proposition specifies the capacity decisions
in equilibrium and compares the magnitudes of the
resulting metrics.

Proposition 3. In a symmetric system with pb/2 ≤

p1 = p2, �A >�C , �A < �C , and ëA
tot >ë C

tot. Moreover, for
any pb,

(a) �C =
√

41 +
1
2q5�, �A1 =

√

41 +
3
4q5�, and �A2 =

√

41 +
5
8q5�, where �≡ 4���5/�.

(b) �A1>�A2>�C ; �A1<�A2<�C ; ëA1
tot >ëA2

tot >ë C
tot.

The expressions in part (a) of Proposition 3 show
that the optimal/equilibrium subsystem recovery
capacities increase in the shock arrival probability (�),
fragility (�), and penalty rate (�), whereas they
decrease in the capacity cost (�). The capacities also
increase in q; i.e., in equilibrium, a firm’s capacity
investment is larger when the subsystems are more
susceptible to each other’s direct failure. All of the
results are in line with intuition.

The proposition ranks the three metrics in the
centralized and decentralized settings evaluated at
symmetric equilibria. It states that the firms in a
decentralized system overinvest in recovery capacity
compared with the centralized system. This is true
under any allocation rule satisfying Assumptions 1
and 2,7 and therefore it is true for the special cases
A1 and A2. Capacity overinvestment in turn leads
to lower expected outage duration and hence higher
availability. However, this availability benefit comes
at a higher overall system cost, creating inefficiency.
The intuition behind this overinvestment result is not
immediately obvious: given that each firm in a decen-
tralized system internalizes only a portion of the sys-
tem outage penalty through an allocation, why do
the firms overinvest in recovery capacities rather than
underinvest in them?

To understand this, it is instructive to consider
a two-division equivalent of the centralized system.
That is, suppose that the centralized system is com-
posed of two subdivisions (division 1 and divi-
sion 2), each managing its subsystem and receiving
the same outage penalty allocation as the individ-
ual firms in decentralized systems do. Capacity deci-
sions are made by a central manager to minimize the
total expected system cost ëtot, which is decomposed
into subdivision costs ë1 and ë2. This decomposition
allows for a fair comparison with a decentralized sys-
tem, helping us isolate the source of inefficiency aris-
ing from decentralization.

Let us first consider A1, from which the key
intuition is obtained. Under A1, division i in the
centralized system and firm i in the decentral-
ized system each expects to receive the penalty
4�/25E6min8Yi1Yj97 + �E64Yi − Yj5

+7 (see §3.4). Now
suppose that subsystem i’s capacity is increased by
one unit while subsystem j’s capacity is held constant.
This leads to a reduction of both terms in the penalty
function, thus benefitting both the centralized sys-
tem and firm i in the decentralized system. Whereas
this is the full impact on the decentralized firm, the

7 This statement extends even to the cases where recovery times
have general distributions that satisfy certain mild conditions.
However, the exponential distribution assumption greatly simpli-
fies the analysis, especially in proving the existence and uniqueness
of the equilibrium (Proposition 2).
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same is not true for the centralized firm because it
also internalizes the penalty incurred by the other
division (division j), equal to 4�/25E6min8Yi1Yj97 +

�E64Yj − Yi5
+7. This penalty function increases with

higher capacity of subsystem i (because the increase
in the second term dominates the decrease in the
first term), incurring a cost. Therefore the marginal
benefit of increased capacity of subsystem i for divi-
sion i is moderated by the concurrent marginal loss
for division j , and this lowers the centralized firm’s
incentive to invest in capacity. In contrast, such a
moderating effect is not present in the decentralized
setting. Hence, overinvestment under A1 is driven
by each individual firm’s failure to account for the
adverse effect of capacity increase—namely, that a
shortened recovery time of its subsystem exposes the
other subsystem to be the last one to be restored and
causes the other firm to be penalized for it.

Proposition 3 proves that a similar effect exists
under any allocation rule satisfying Assumptions 1
and 2. Therefore, overinvestment in recovery capac-
ity in a decentralized system arises because individ-
ual firms fail to account for the negative externality
that a capacity increase creates under these alloca-
tion rules. It is important to recognize that Assump-
tions 1 and 2 serve as sufficient conditions that lead
to this outcome. Indeed, one may construct an allo-
cation rule that results in capacity underinvestment
if one of these assumptions is violated; see §7.1 for
an example. However, given that the sufficient con-
ditions reflect reasonable notions of firm accountabil-
ity, our findings suggest that capacity overinvestment
would be the norm rather than the exception.

Finally, observe from part (b) of Proposition 3
that the degree of capacity overinvestment is smaller
under A2 than under A1. This is because a faster firm
is penalized more heavily under A2: if firm i finishes
recovery first, i.e., yi < yj , the fraction of the penalty
� min8yi1yj9=�yi it receives under A2 is gi4yi � yj5=

yj/4yi + yj5 > 1/2, whereas it is gi4yi � yj5= 1/2
under A1. The higher penalty for being fast discour-
ages quick recovery, thus dampening an incentive to
overinvest.

5. Investments in Failure Prevention
and Recovery Capacity

To this point, we have assumed that the firms could
influence the subsystem recovery capacities �1 and �2
but not subsystem fragilities, i.e., the direct failure
probabilities �1 and �2. Although this may be a
good approximation of reality in some cases (espe-
cially when effective prevention technology does not
exist or is economically infeasible to employ), in
many instances firms are able to reduce fragility
by deploying better failure-prevention capabilities

in their subsystems. This may be achieved by, for
example, material enhancement to withstand external
shocks, redesign of internal subsystem architecture,
and installation of shock-absorbing devices.

In this section, we extend our model to allow for
failure prevention and recovery capacity investments.
Anchoring on the findings of the previous section,
we aim to understand how the former interacts with
the latter. We describe the model in a decentralized
setting, with the understanding that the centralized
setting is analogous except that a single firm makes
the decisions for both subsystems. Assume that firm i
can exert an effort ai ∈ 601 �̄i5 to reduce the failure
probability �i from the default level �̄i < 1, which
is thought of as the fragility inherent in the initial
subsystem design. Assume �̄1 + �̄2 < 1. We choose a
linear relationship between ai and �i such that �i =

�̄i − ai, but assume that the failure-prevention cost is
convex increasing in the effort and approaches infinity
as ai → �̄i, which implies that it becomes prohibitively
expensive to make the subsystem completely resis-
tant to the external shock. These features are captured
in the cost function �i41/4�̄i − ai5 − 1/�̄i5, which we
employ in the analysis. The constant �i > 0 deter-
mines the marginal cost of investment, and its value
is assumed to be sufficiently smaller than �, ensur-
ing that the investment is justified and that the prob-
lem is well behaved. Before time 0, each firm chooses
the failure-prevention effort ai jointly with the recov-
ery capacity �i. They are chosen to minimize the
firm’s expected cost, which now includes the failure-
prevention cost. In the analysis we adopt the con-
vention that the firms make sequential decisions on
these variables: 4a11 a25 followed by 4�11�25. Thus the
game is played in two stages, and we seek a subgame-
perfect equilibrium of this game.

To enable comparisons with the earlier results
(Proposition 3), we consider a system consisting of
identical subsystems and focus on the resulting sym-
metric equilibria. Unfortunately, the analysis of a
decentralized system under the penalty allocation (1)
with general penalty division function gi4yi � yj5 is
intractable even if symmetry is assumed. For this
reason we focus on the special cases A1 and A2,
which permit tractability as they feature simplified
expressions for gi4yi � yj5. It can be shown that, given
parameter combinations that guarantee interior solu-
tions, a symmetric equilibrium exists under A1. Exis-
tence of an equilibrium under A2 is still difficult to
prove because of implicit characterization of equilib-
rium capacities (see Proposition 2(b)), but numerical
examples show that a symmetric equilibrium exists.
Based on these results, we characterize the symmet-
ric equilibria in the next proposition, which parallels
Proposition 3, in which we did not take into account
the failure-prevention effort decisions. As before, we
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drop the subscripts i and j and use �k and �k, k ∈

8C1A11A29, to denote the equilibrium fragilities and
recovery capacities.

Proposition 4. Assume a symmetric system and let
� ≡�2/4���5 and � ≡ 4���5/�2. Then

(a) �C =441+
1
2q5

−1�51/3, �A1 =441−
1
4q5

−241+
1
3q5�5

1/3,
and �A2 = 441−

1
4q5

−241+
5
8q5�5

1/3.
(b) �C = 441+

1
2q5�5

1/3, �A1 = 441−
1
4q5

−141+
3
4q5

2�51/3,
and �A2 = 441−

1
4q5

−141+
5
8q5

2�51/3.
(c) �A1 > �A2 > �C ; �A1 > �A2 > �C ; �C < �A1 < �A2;

ëA1
tot >ëA2

tot >ë C
tot.

We first examine how the equilibrium levels of the
two decision variables, i.e., failure-prevention effort
(a = �̄ − �, which linearly decreases in fragility �)
and recovery capacity (�), vary with the exogenous
parameters �, �, �, and �. From parts (a) and (b)
of Proposition 4 we find that, independent of system
governance, (i) a higher probability of shock arrival
(�) leads to higher prevention effort and higher recov-
ery capacity, (ii) a higher cost of failure prevention
(�) leads to lower prevention effort and higher recov-
ery capacity, (iii) a higher cost of recovery capacity
(�) leads to higher prevention effort and lower recov-
ery capacity, and (iv) a higher outage penalty rate (�)
leads to higher prevention effort and higher recovery
capacity. All results are in line with intuition. In addi-
tion, the results in (ii) and (iii) suggest that preven-
tion effort and recovery capacity act as substitutes: the
lower chance of a failure alleviates the need for recov-
ery capacity. We discuss the impact of susceptibility q
in §6.

Next, we compare the relative magnitudes of the
two decision variables in equilibrium for the central-
ized system and the decentralized system under A1
and A2. Part (c) of Proposition 4 tells us that decen-
tralization leads to higher overall cost, and this inef-
ficiency is created as the firms in a decentralized
system underinvest in failure prevention (leaving the
subsystems more fragile) but overinvest in recov-
ery capacity compared with the centralized system.
In effect, decentralization leads the firms to shift their
focus from preventing failures to responding to failures.
The primary reason for underinvestment in failure
prevention is that, regardless of how the postfailure
outage penalty is divided between the firms (i.e., A1
or A2), the portion that each firm receives is always
smaller than the total. Hence, the marginal benefit of
reducing the chance of a failure is lower in a decen-
tralized system. Note that the penalty splitting does
not lead to overinvestment—unlike what happened
with the recovery capacity decision—because failure
prevention does not create a negative externality as
the capacity increase does under A1 and A2. To the
contrary, a lower chance of a direct subsystem failure
is beneficial to the other firm exposed to the risk of

indirect failure, and underinvestment arises because
each firm in a decentralized system fails to internalize
the full benefit.

As it turns out, this underinvestment problem is
further exacerbated by the failure-prevention deci-
sion’s interaction with the recovery capacity deci-
sion. This is because, as we observed above, these
two decisions act as substitutes: a firm’s tendency
to overinvest in recovery capacity (as we found in
the last section) leads to shorter system outage dura-
tion and hence reduces the outage penalty, which
in turn lowers the firm’s incentive to invest in fail-
ure prevention because the consequence of a fail-
ure is now smaller. Therefore, simultaneous decisions
on failure prevention and recovery capacity reinforce
each other to magnify the deviation due to decen-
tralization. Interestingly, the flexibility of having two
levers instead of one does not mitigate the inefficiency
created by decentralization.

Another interesting question is how the combi-
nation of higher fragility and shorter recovery time
together impact the expected system outage dura-
tion � , which is the failure probability-weighted aver-
age of the conditional recovery times. Because the
former increases � whereas the latter decreases it,
the answer to this question is not immediately clear.
Part (c) of Proposition 4 establishes that the disadvan-
tage of higher fragility dominates the advantage of
shorter recovery time, resulting in a longer expected
outage duration (hence lower system availability) in
the decentralized system compared with the cen-
tralized system. Intuitively, this happens because,
whereas a change in subsystem fragility directly
impacts both subsystems (because it affects the chance
of a joint failure), a direct impact of the change in
a subsystem’s recovery capacity is limited to that
subsystem. Notice that this result reverses the analo-
gous conclusion from Proposition 3(b), where it was
assumed that the firms could invest only in recovery
capacities; there, we found that decentralization leads
to a shorter expected outage duration and thus higher
system availability. Therefore, whether the system
availability is higher or lower under decentralization
depends critically on the firms’ ability to influence the
probability of a direct failure.

6. Impact of Susceptibility
Our analysis thus far has assumed that the suscep-
tibilities q12 and q21, i.e., the probabilities of indirect
failures, are fixed. Susceptibility is perhaps the most
important exogenous parameter in our model because
all of the insights derived above rest on the assump-
tion that a joint failure is possible. In fact, there is
no distinction between centralized and decentralized
systems in a cascade-free system where q12 = q12 = 0.
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Table 1 Directional Changes for the Decision Variables in
Equilibrium as q Increases

Centralized Decentralized (A1) Decentralized (A2)

Recovery �C ↑ �A1 ↑ �A2 ↑

only (§4)
Prevention and �C ↓ �C ↑ �A1 ↑ �A1 ↑ �A2 ↑ �A2 ↑

recovery (§5)

To better understand the extent to which the insights
depend on susceptibility, in this section we study
the impact of varying this parameter. We continue to
focus on the symmetric equilibria in order to facilitate
comparisons.

First, we return to the results presented in Proposi-
tions 3 and 4 and examine how the decision variables
in equilibrium (recovery capacity � and the subsys-
tem fragility �, when it is endogenously determined)
vary with susceptibility q. For a decentralized sys-
tem, we consider A1 and A2 only because analytical
results are available for them. Note q = q12 = q21 in
these results, since it is assumed that the subsystems
are identical. Thus, a higher q means both subsystems
are more susceptible to each other’s direct failure.
The following observations are made: (i) the optimal/
equilibrium recovery capacity increases in q in all
cases, i.e., regardless of whether the system is cen-
tralized or decentralized and whether the subsystem
fragilities are exogenously given or endogenously
determined; and (ii) when the firm(s) can simulta-
neously invest in failure prevention and recovery
capacity, the optimal/equilibrium subsystem fragility
decreases in q in a centralized system but increases
in q in a decentralized system. These observations are
summarized in Table 1.

That higher susceptibility leads to a larger recovery
capacity is intuitive. However, the result on fragility
is less clear: why do firms in a decentralized sys-
tem invest less in failure prevention (higher �) when
the chance of an indirect failure is greater (higher q),
whereas the opposite is true in a centralized system?

To understand this, consider what happens if qij , the
probability that a direct failure of subsystem i leads to
an indirect failure of subsystem j , is increased while
qji and � are held constant at the symmetric equilib-
rium. It can be shown analytically that an incremen-
tal increase in qij leads to a larger expected cost for
firm j but a lower cost for firm i in a decentralized
system. That is, the firm exposed to an indirect failure
is hurt by high susceptibility, but the firm that origi-
nates it actually benefits from high susceptibility. On
the surface it seems that there is no reason that a firm
should enjoy having the other firm undergo its own
subsystem failure. However, this is precisely what
happens. Recall that firm i expects to be charged with
the outage penalty �E6Yi7 if only its subsystem fails,

whereas it expects 4�/25E6max8Yi1Yj97 if both subsys-
tems fail—exactly half of the systemwide expected
penalty—given that the subsystems are identical and
the resulting equilibrium is symmetric. Observe that
the expected penalty in the latter case is smaller
than that of the former case because the subadditiv-
ity of the maximum function implies E6max8Yi1Yj97 <
E6Yi + Yj 7 = 2E6Yi7. Because the firm splits the total
outage penalty that is smaller than the sum of two
individual penalties, a joint failure is then more attrac-
tive than a single failure. In essence, a firm prefers
having the other firm participate in the failure event
and the subsequent recovery effort because it presents
an opportunity to diffuse the firm’s responsibility for
the system outage.

Now suppose that failure prevention is feasible,
and consider a firm deciding how much to invest in
it. If this firm faces a low probability that a failure of
its subsystem leads to an indirect failure of the other
subsystem, then the firm is likely to be the only one
bearing the entire system outage penalty. On the other
hand, if the firm faces a high probability of indirect
failure, it is likely to share the outage penalty with the
other firm. Between these two scenarios, the firm is
more willing to let its subsystem fail in the latter case
because penalty sharing results in a net cost saving.
This explains why subsystem fragility increases with
susceptibility in a decentralized system. In contrast,
the opposite is true in a centralized system because
the strategic incentive described above is absent.

Additionally, numerical examples confirm our
earlier intuition that underinvestment in failure pre-
vention and overinvestment in recovery capacity rein-
force each other, magnifying the degree of deviation
relative to when only recovery capacity investment is
possible. They also reveal that degradation in system
performance as a result of decentralization is quite
sensitive to the risk of indirect failure; the system can
lose up to a quarter of the efficient level of system
availability. These results offer a new perspective on
the advantage of modular system design. By design-
ing a subsystem that does not spread failures to other
subsystems, a firm can suppress the underinvestment
and overinvestment incentives that we have identi-
fied, and as a result, a more efficient level of system
availability can be attained.

7. Alternative Allocation Rules
The preceding results hold for allocation rules that
satisfy Assumptions 1 and 2. These assumptions
reflect the important notion of accountability, and as
a result, the derived insights apply to realistic sit-
uations. There are, however, simple and notewor-
thy allocation rules that violate these assumptions.
We now examine some such rules to shed further light
on the impact of allocation.
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7.1. Capacity Underinvestment Under
Egalitarian Allocation Rule

One of the simplest allocation rules is the following.
Allocation Rule 3 (A3; The “Egalitarian” Rule). In

the case of a joint failure, the total penalty � max8yi1yj9
is split equally between the two firms. Thus, çi4yi � yj5 =

4�/25max8yi1yj9 if yi1yj > 0.
Under this rule, the total penalty � max8yi1yj9 is

divided in half regardless of the difference in the
realized subsystem recovery times. This rule vio-
lates Assumption 2, and more importantly, Assump-
tion 1(iii), i.e., the requirement that a firm is not held
accountable beyond the duration of system outage to
which it contributed. It is straightforward to show
that firms in a decentralized system underinvest in
recovery capacity under this rule, a reversal of the
earlier results. (Underinvestment in failure prevention
is maintained, however.) This happens because tying
a faster firm’s penalty to that of a slower firm damp-
ens the former’s incentive to recover its subsystem
quickly. Although this example shows that capacity
overinvestment is not a universal result, it highlights
the fact that the reversal occurs in an unlikely sce-
nario in which a firm agrees to pay a penalty for the
outage duration for which it is not responsible.

7.2. Allocation Rules That Replicate
Centralized Decisions

All of the allocation rules we have examined so far
resulted in equilibria that differ from the optimal solu-
tion in the centralized system. This observation leads
to a natural question: is there an allocation rule under
which decentralization does not lead to a deviation?
The answer is yes for the following two allocation
rules, but they have limitations, as we explain below.

Allocation Rule 4 (A4; The “Blame the Winner”
Rule). The first-to-recover firm fully absorbs the penalty
rate � for the duration in which both subsystems are
down but nothing thereafter, whereas the last-to-recover
firm fully absorbs � for the duration in which only its
subsystem is down but nothing beforehand. In case of
a tie, the penalty is split equally. Thus, çi4yi � yj5 =

�614yi <yj5+ 41/2514yi = yj57min8yi1yj9+�4yi − yj5
+.

Allocation Rule 5 (A5; The “Blame No One”
Rule). The first-to-recover firm is charged with no penalty,
whereas the last-to-recover firm fully absorbs the penalty
rate � for the duration in which only its subsystem is down
but nothing beforehand. In case of a tie, the penalty is split
equally. Thus, çi4yi � yj5 = 4�/2514yi = yj5min8yi1yj9 +

�4yi − yj5
+.

Note that 14 · 5 is the indicator variable. Unlike A1,
under which firms equally split the outage penalty
� min8yi1yj9 for which both are responsible, under A4
the same penalty is borne entirely by a faster firm.
On the other hand, neither firm bears this penalty
under A5; firm i is penalized only for the excess

delay, 4yi − yj5
+. Both allocation rules have issues

because neither fully satisfies Assumption 1, the
requirements for accountability. A4 violates Assump-
tion 1(iv) because firm i’s penalty decreases in yi at
yi = yj ; i.e., the firm may actually be rewarded for
being late. This rule is also not intuitive, because a
slower firm is completely free of paying for its culpa-
bility toward the joint downtime min8yi1yj9 despite
its share of contribution. A5 is an incomplete alloca-
tion rule because the penalty � min8yi1yj9 is left unas-
signed. As such, it violates Assumption 1(i) because
ç14y1 � y25 + ç24y2 � y15 < ç4max8y11y295; this means
that the two firms are not held fully responsible for
the total system outage under A5. Despite these short-
comings, they may lead to desirable outcomes from
the system perspective.

Proposition 5. Assume a symmetric system. When
firms invest in recovery capacity only, �A4 = �A5 = �C .
When firms invest in failure prevention and recovery
capacity, �C < �A4 < �A5 and �C <�A4 <�A5.

As Proposition 5 reveals, the centralized capac-
ity decision is replicated under A4 and A5 when
subsystem fragilities are exogenously given and the
decentralized firms make independent decisions on
recovery capacity. That A4 lowers the incentive to
overinvest in capacity is expected because it penalizes
a faster firm disproportionately. However, it is sur-
prising that overinvestment is completely removed.
As it turns out, this is a by-product of assuming
a symmetric system and exponentially distributed
recovery times. If either of these assumptions is
relaxed, the equilibrium deviates from the central-
ized solution, although the degree of deviation is in
general smaller than that of other allocation rules
studied in the previous sections. That the equilib-
rium under A5 coincides with the system optimum
is also surprising, and even more so because this is
true in any circumstance; the result does not depend
on symmetry or the underlying distribution.8 Intu-
itively, coordination occurs because the system-level
performance (i.e., availability) is driven by the last-to-
recover subsystem; it is the excess delay 4yi −yj5

+ that
ultimately determines how fast the system is restored.

Although potential elimination of efficiency loss
under these allocation rules is intriguing, whether
they can be implemented in practice is questionable
because of the shortcomings identified above. More-
over, system optimality is no longer attained if the

8 Observe that 4¡/¡�i5E6max8Yi1Yj 97 = 4¡/¡�i5E64Yi − Yj 5
+7, which

follows from the relation max8yi1yj 9 = yj + 4yi − yj 5
+. Because the

centralized firm chooses capacity �i to minimize the expected
penalty �E6max8Yi1Yj 97, whereas firm i in a decentralized sys-
tem under A5 does so to minimize �E64Yi − Yj 5

+7, the optimal-
ity/equilibrium conditions in the two cases are identical.
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firms invest in failure prevention as well as recov-
ery capacity, according to Proposition 5. In this case
we arrive at the same conclusion as before: there is
an underinvestment in failure prevention and overin-
vestment in capacity. The net result is lower system
availability. In summary, although there exist alloca-
tion rules that coordinate the system, they are limited
in their scope and applicability.

7.3. Compensation After Root Cause Identification
Thus far we have focused on the allocation rules
that reflect accountability and impartiality, under the
premise that it is difficult or impractical to identify
the exact chain of events that led to a cascading fail-
ure. In case it is identified, however, the firm whose
subsystem originated the cascade may have a legal
obligation to partially compensate the other firm for
its role in allowing the shock transmission by not
preventing the shock from entering into the system.
We study such a scenario here, considering two sim-
ple partial compensation schemes. We focus on the
recovery capacity investment case of §4.

First, suppose that compensation is based on the
total penalty incurred by the receiving firm (i.e.,
çj4yj � yi5 as defined in (1), if it is subsystem j
that undergoes indirect failure). We adopt the follow-
ing sequence of events. Firms initially pay penalties
according to an allocation rule satisfying Assump-
tions 1 and 2, and then, upon discovering the root
cause of the joint failure (which might take a long
time after the penalties are assessed), the firm whose
subsystem is found to have originated the failure
reimburses a fraction of the other firm’s penalty that
is subject to compensation. Let �ij be the fraction
of firm j’s total penalty çj4yj � yi5 reimbursed by
firm i in the event that a joint failure is found to
have originated from subsystem i, which happens
with probability qij�i�. For simplicity, suppose that
the firms are symmetric with � = �ij = �ji. It can then
be shown that the parameter � plays the role of a
weight between the no-compensation case of §4 and
A3 (the “Egalitarian” rule) discussed in §7.1. (If � = 1,
a firm found to have originated the joint failure—
an event that occurs with probability pb/2 given the
symmetry—is fully responsible for the systemwide
penalty; the expected penalty allocation in this case is
the same as that under A3.) Therefore, allowing for
partial compensation results in a convex combination
of these two cases. Given that decentralization results
in overinvestment in recovery capacity in the former
case whereas the opposite happens in the latter case,
we then see that either over- or underinvestment in
capacity may arise depending on the degree of partial
compensation.

It is important to note that this compensation
scheme violates (ii) and (iii) of Assumption 1, two

of the requirements for firm accountability. Violation
of (ii), i.e., nonimpartiality, is expected because
ex post compensation means the originating firm has
a heavier burden of penalty than the receiving firm
does. However, violation of (iii) is more difficult to
justify because it means that the compensating firm
pays for the delay in system outage over which it
has no control. Even if the firm has to bear some
responsibility for the indirect failure cascaded to the
other firm’s subsystem, it is unreasonable to fault
the former for not expediting recovery of the lat-
ter’s subsystem. Therefore, a more reasonable com-
pensation scheme would ensure that the maximum
amount of compensation does not exceed ç4yi5 =

�yi for i = 112, thereby retaining Assumption 1(iii).
A similar analysis as above shows that partial com-
pensation under this scheme results in a convex com-
bination of the no-compensation case of §4 and A4
(the “Blame the Winner” rule) of §7.2. This new
scheme does not alter the main conclusion from the
previous sections—that decentralization leads to over-
investment in recovery capacity.

8. Robustness of Results
8.1. General Investment Costs
The results presented in §§4–6 are derived based on
specific functions representing the costs of invest-
ments. That is, the cost of installing recovery capac-
ity �i was assumed to be linear as �i4�i −�i5, and the
cost of exerting effort ai to prevent subsystem failure
was assumed to be �i41/4�̄i − ai5 − 1/�̄i5. They were
specifically chosen because they capture the expected
behaviors of the cost functions while at the same time
permit closed-form solutions. In this subsection we
study the impact of generalizing these cost functions.
To this end, assume that the general cost of capacity
investment Ki4�i5 is convex increasing with Ki4�i5= 0
and that the general cost of failure-prevention effort
êi4ai5 is also convex increasing with êi405 = 0 and
limai→�̄i

êi4ai5= �. Just as in §5, the effort variable ai
is defined in a linear scale with respect to fragility �i
such that �i = �̄i − ai. Convexity is a natural assump-
tion since a firm would choose among many technol-
ogy options in the order of their cost effectiveness.

It is analytically proved that all of the results
in §4 extend to their generalized versions with the
capacity cost Ki4�i5: existence and uniqueness of the
capacity game are established as in Proposition 2,
and the equilibrium comparisons remain the same as
in Proposition 3. In particular, capacity overinvest-
ment in a decentralized system under Assumptions 1
and 2 remains true. The only difference is that closed-
form expressions for the equilibrium solutions are no
longer available. Similarly, the qualitative conclusions
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from §§5 and 6 are maintained in the generalized ver-
sion as well. This is verified numerically under certain
restrictions on the effort cost function êi4ai5 which
ensure that the problem is well behaved. Therefore,
the main insights are robust to generalization of the
cost functions.

8.2. Time-Dependent Outage Penalty Rate
We have assumed that a constant penalty � is
incurred by the system at each instant it is down.
Although this is a reasonable assumption in many
cases—especially when the penalty represents the lost
economic output normally generated at a constant
rate—in some instances it may be more appropriate
to assume that the penalty rate increases over time
because of snowballing opportunity costs and other
long-term effects. To study the impact of such effects,
we replace the constant penalty rate � with �t�−1,
where � ≥ 1. Thus, the cumulative penalty is convex
increasing in time.

For the purpose of illustration, we focus on A1,
which permits tractable analytical expressions even
with the time-dependent penalty rate specified
above. Under A1, the penalty assigned to firm i
in a decentralized system is çi4yi � yj5 = 41/25 ·
∫ min8yi1yj 9

0 4�t�−15 dt +
∫ yi

min8yi1yj 9
4�t�−15 dt = 4�/�5y�

i −

4�/42�554min8yi1yj95�. Combining this expression
with exponentially distributed recovery times, we
can solve for the symmetric equilibrium capacity
under A1. Comparing it with the optimal capac-
ity in the centralized system, we find �A1 > �C .
Hence, the conclusion from §4 that firms overinvest in
recovery capacity in a decentralized system remains
unchanged. In addition, a similar analysis shows that
the firms under A1 in a decentralized system underin-
vest in failure prevention, consistent with the conclu-
sion from §5. That decentralization may lead to higher
or lower system availability depending on the scenar-
ios continues to be true as well. These observations
provide evidence that the main insights are robust to
generalization of the outage penalty rate.

9. Conclusions
In this paper we study the dynamics that arise in
an environment where multiple firms managing dis-
tinct subsystems of a serially linked system decide
to invest in resources to enhance system availability.
Availability can be improved by two measures: invest-
ment in failure-prevention technology and invest-
ment in capacity used to restore a failed subsystem.
Given the costs and benefits of taking these mea-
sures, the firms decide how much they should invest
in each. The system experiences a failure if one or
more subsystems fail, and it incurs a systemwide
penalty that accrues for the duration in which at least

one subsystem is down. A complicating factor is that
subsystem failures are not independent; that is, a pos-
sibility exists that a failure of one subsystem caused
by an external shock cascades to an indirect failure
of another subsystem. In a decentralized system, this
dependency creates skewed incentives for the firms
investing in availability-enhancing measures. We ana-
lyze the consequences of such incentives and compare
them with those of the centralized setting, identifying
the drivers of efficiency loss.

A simultaneous failure of multiple subsystems cre-
ates an ambiguity in assigning responsibility for sys-
tem outage. Because it is not possible to disentangle
each firm’s contribution to the outage, there exists no
clear-cut way to allocate the system outage penalty
to the firms. We identify the minimal set of con-
ditions for penalty allocation rules that represent
firm accountability. We then consider two scenarios:
(1) firms may invest only in recovery capacity, and
(2) firms may invest in both failure prevention and
recovery capacity. In the first case, we find that the
firms in a decentralized setting tend to overinvest
in capacity. This happens because, under the alloca-
tion rules satisfying the aforementioned conditions, a
firm’s capacity increase creates a negative externality
to the other firm. Because the firms do not take this
externality into account, they invest in capacity dis-
proportionately more than a centralized firm would.
This then results in higher system availability but at
a higher overall cost. In the second case, the firms
continue to overinvest in recovery capacity, but at
the same time, they underinvest in failure preven-
tion, because each firm internalizes only a portion of
the total outage penalty. Therefore, firms shift their
focus from preventing failures to responding to fail-
ures. The combined effect is that system availability is
lower in a decentralized setting, reversing the result
of the first case. We also explore the role played by
failure susceptibility, i.e., the probability that a fail-
ure of one subsystem cascades to another. We find
that, in decentralized settings, firms facing high sus-
ceptibility have smaller incentives to invest in fail-
ure prevention than firms facing low susceptibility
do. In other words, a firm is more willing to let its
subsystem fail when it is more likely that the failure
will spread to the other firm’s subsystem. Such a per-
verse incentive arises because a joint failure helps a
firm diffuse the responsibility for system outage by
involving the other firm.

The analysis of our model sheds light on the issues
that have been largely ignored in the prior literature—
namely, the incentive dynamics created by simulta-
neous subsystem failures that contribute to system
outages. There are many practical examples that our
model applies to, and we have identified some of the
most important features and insights that may play
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significant roles in managerial decisions. Our model
is not without limitations, because certain complicat-
ing aspects are not captured as a result of the level of
parsimony chosen so as to highlight the most salient
features. For example, the model does not explic-
itly represent the process by which firms agree on
the system outage penalty allocation rule. In reality,
an agreement can be made through negotiations or
by a third party’s intervention (e.g., system owner).
In addition, many complex systems consist of more
than two serial- and/or parallel-linked subsystems
managed by different firms, creating further ambi-
guity in outage penalty allocations and complicating
the incentive structure. Although incorporating these
real-world complexities is beyond the scope of this
paper, our analysis paves the ground for future work
to address these issues.
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Appendix. Proofs

Proof of Proposition 1. Differentiating ëc4�i1�j5
yields ¡ëc/¡�i = �i − �44pi + pb5/�

2
i − pb/4�i + �j5

25,
¡2ëc/¡�

2
i = �442pi5/�3

i 5 + 2pb�41/�3
i − 1/4�i +�j5

35, and
¡2ëc/¡�i¡�j = −�442pb5/4�i + �j5

35. Then the determinant
of the Hessian H = 8¡2ëc/¡�i¡�j9 is, after collecting terms,

�H � = 4�2[4pi + pb54pj + pb543�
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i�j + 3�i�
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j 5+ pj4pi + pb5�

3
j

+ pi4pj + pb5�
3
i 5
]

·
[

�3
i�

3
j 4�i +�j5

3]−1
> 00

Since ¡2ëc/¡�
2
i > 0 for i = 112 and �H � > 0, H is positive

definite, and thus ëc4�i1�j5 is convex. The optimality con-
ditions that specify the interior solution are obtained by
setting ¡ëc/¡�i = 0 for i = 112. �

Proof of Proposition 2. Note that E64Yi − Yj5
+7 =

4�j/�i5/4�i + �j5 for exponentially distributed Yi and Yj .
Then firm i’s expected total cost (4) is equal to

ëi4�i ��j5= �i4�i − �i5+ pi�41/�i5+ pb�44�j/�i5/4�i +�j55

+ pb��i4�i ��j51

where

�i4�i ��j5≡E6g4Yi �Yj5min8Yi1Yj97

=

∫ �

0

∫ �

0
gi4yi �yj5min8yi1yj9�ie

−�iyi�je
−�jyj dyidyj 0

Differentiating �i4�i ��j5 yields

¡2�i

¡�2
i

=
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0
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0
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where the inequality follows from Assumption 1(iv), i.e.,
¡çi4yi � yj5/¡yi > 0, which can be written as 4¡gi/¡yi5yi +

gi > 0 for yi ≤ yj and 4¡gi/¡yi5yj + 1 > 0 for yi >yj . Since
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Thus we have established that the expected cost ëi4�i � �j5
is convex in �i, or equivalently, firm i’s payoff −ëi4�i ��j5
is concave. Then a Nash equilibrium exists (Theorem 1
in Cachon and Netessine 2004). Next, we prove that if
pb ≤ 2

√
p1p2, then the Hessian H = 8¡2ëi/¡�i¡�j9 is posi-

tive quasidefinite (i.e., H + HT is positive definite), which
ensures that the equilibrium is unique (Theorem 6 in
Cachon and Netessine 2004). With ¡2ëi/¡�
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from Assumption 1(i), we find
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Combining this equality with ¡2ëi/¡�
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i found
above,

2 ·

√

¡2ë1

¡�2
1

¡2ë2

¡�2
2

> 4�

√

p1p2

�3
1�

3
2

> 4�
√

p1p2

4�1 +�25
34�1 +�25

3

≥
2pb�

4�1 +�25
3

=

∣

∣

∣

∣

¡2ë1

¡�1¡�2
+

¡2ë2

¡�2¡�1

∣

∣

∣

∣

1

where we used the assumption
√
p1p2 ≥ pb/2. Hence, the

Hessian is quasidefinite, and as a result, the equilibrium is
unique if pb ≤ 2

√
p1p2. �

Proof of Corollary 1. Omitted (available upon
request). �

Proof of Proposition 3. A symmetric equilibrium exists
because the subsystem parameters are identical (Cachon
and Netessine 2004, Theorem 2), and it is unique under
the condition pb/2 < p1 = p2 by Proposition 2. We first
show �A >�C under an allocation rule that satisfies
Assumptions 1 and 2. Rewriting (4) using E64Yi − Yj5

+7 =

4�j/�i5/4�i +�j5 for exponential distributions,

ëi4�i ��j5 = �i4�i − �i5+ pi�
1
�i

+ pb�
�j/�i

�i +�j

+ pb��i4�i ��j51

where �i4�i � �j5 ≡ E6g4Yi � Yj5min8Yi1Yj97. Differentiating
ëi4�i ��j5 with respect to �i yields

¡ëi

¡�i

= �i − pi�
1
�2

i

− pb�

(

1
�2

i

−
1

4�i +�j5
2

)

+ pb�
¡�i

¡�i

0

Similarly, differentiating ëc4�i1�j5 for the centralized sys-
tem using (3) yields

¡ëc

¡�i

= �i −�

(

pi + pb
�2

i

−
pb

4�i +�j5
2

)

0

The symmetric equilibrium/optimal capacities �A and �C

therefore satisfy the first-order conditions

�i −
44pi + 3pb5�

44�A52
+ pb�

¡�i

¡�i

∣

∣

∣

∣

�i=�j

= 0 and

�i −
44pi + 3pb5�

44�C52
= 01

which are obtained by setting �i = �j in ¡ëi/¡�i = 0 and
¡ëc/¡�i = 0. It can be proved that 4¡�i/¡�i5��i=�j

< 0 under
Assumptions 1 and 2 (proof is available upon request).
Hence,

�i −
44pi + 3pb5�

44�A52
> 0 = �i −

44pi + 3pb5�
44�C52

1

and therefore �A > �C . The expected system downtime �
at a symmetric equilibrium capacity � = �1 = �2 is � =

44p1 + 3pb5/42�5 (from (2)), which is decreasing in �.
Since �A >�C , then, �A < �C . The expected system cost
ëtot at a symmetric equilibrium is ëtot = 2�4� − �5 + ��
(from (3)), which is minimized at �C . Hence, ëA

tot >ë C
tot. The

expressions for �C , �A1, and �A2 in part (a) are obtained by

substituting the symmetric solution �=�1 =�2 in the first-
order conditions given in Proposition 1 and Corollary 1.
The inequalities in part (b) are verified by substituting the
expressions in (a) in � and ëtot for each case and comparing
them. �

Proof of Proposition 4. Consider the failure-prevention
effort decision problem described in §5 for a symmetric sys-
tem and assume � > 420�25/4��̄3�5. Then it can be proved
that (a) in the centralized system, the firm’s objective func-
tion is minimized at a unique symmetric interior point; and
(b) in the decentralized system under A1, the effort game
is supermodular, and a symmetric equilibrium exists at an
interior point. (Proof is available upon request.) In the fol-
lowing, we characterize the equilibrium in each case. For
given values of �i and �j , the firm in a symmetric central-
ized system chooses �∗

i and �∗
j that satisfies the optimality

conditions in Proposition 1. Substituting these values in the
expected cost function

ëc = �

(

1

�̄− ai
−

1

�̄

)

+�

(

1

�̄− aj
−

1

�̄

)

+�4�i − �5

+�4�j − �5+��

(

�i + q�j

�i

+
q�i + �j

�j

−
4�i + �j5q

�i +�j

)

and differentiating it with respect to ai = �̄ − �i and aj =

�̄ − �j using the envelope theorem yields the first-order
conditions

�

�2
i

−��

(

1
�∗

i

+
q

�∗
j

−
q

�∗
i +�∗

j

)

= 0 and

�

�2
j

−��

(

q

�∗
i

+
1
�∗

j

−
q

�∗
i +�∗

j

)

= 00

Evaluating these at the symmetric solution �∗ = �∗
i = �∗

j ,
which leads to �∗ =�∗

i =�∗
j , we get

�∗
=

√

��∗

��41 + q/25
0

The optimal values of � and � are obtained by substitut-
ing this expression in the optimality condition for �∗ (see
Proposition 1) and evaluating it at the symmetric solution:

�C =

((

1 +
q

2

)−1 �2

���

)1/3

and �C
=

((

1 +
q

2

)

���

�2

)1/3

0

The expected system outage duration and the expected sys-
tem cost at a symmetric equilibrium are � = 241 + q/25 ·

44��5/�5 (derived from (2)) and ëtot = −2�− 2��+ 2�/� +

2�� + �� , respectively. At �C and �C found above, these
quantities are

�C
= 2

((

1 +
q

2

)

���

�2

)1/3

and

ë C
tot = −2�− 2��+ 6

((

1 +
q

2

)

����

)1/3

0

Next, consider a symmetric decentralized system under A1.
Firm i’s expected cost in the first stage of the game is

ëi = �

(

1

�̄− ai
−

1

�̄

)

+�4�i − �5

+��

(

41 − q5�i
�∗

i

+ 4�i + �j5q

(

1
24�∗

i +�∗
j 5

+
�∗

j /�
∗
i

�∗
i +�∗

j

))

1
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where �∗
i and �∗

j are the second-stage equilibrium capacities
as specified in Proposition 2 for fixed �i and �j . They satisfy
the conditions

�

��
=

�i + q�j

4�∗
i 5

2
−

4�i + �j5q

24�∗
i +�∗

j 5
2

and

�

��
=

q�i + �j

4�∗
j 5

2
−

4�i + �j5q

24�∗
i +�∗

j 5
2
0

Differentiating ëi with respect to ai = �̄−�i using the enve-
lope theorem yields the first-order condition

�

�2
i

−��

(

41 − q5
1
�∗

i

+ q

(

1
24�∗

i +�∗
j 5

+
�∗

j /�
∗
i

�∗
i +�∗

j

))

= 00

A similar condition is derived for firm j , with the indexes
i and j interchanged. Evaluating them at the symmetric
solution �∗ = �∗

i = �∗
j with �∗ = �∗

i = �∗
j , we get �∗ =

√

4��∗5/4��41 − q/455. The rest of the analysis proceeds sim-
ilarly and is omitted. �

Proof of Proposition 5. Under A4, gi4Yi � Yj5 =

14Yi < Yj5 + 41/2514Yi = Yj5. Then E6gi4Yi � Yj5min8Yi1Yj97 =

E614Yi < Yj5min8Yi1Yj97 = Pr4Yi < Yj5E6min8Yi1Yj97
= �i/4�i + �j5

2, where we used the fact that 14Yi < Yj5
and min8Yi1Yj9 are independent random variables for
exponentially distributed Yi and Yj (Kulkarni 1995, p. 193).
Using (4) and E64Yi − Yj5

+7 = 4�j/�i5/4�i + �j5, firm i’s
expected cost is then

ëi4�i ��j5= �i4�i−�i5+�

(

pi
1
�i

+pb

(

�j/�i

�i +�j

+
�i

4�i +�j5
2

))

under the capacity game of §4. Differentiating ëi yields

¡ëi

¡�i

= �i +�

(

−
pi + pb
�2

i

+ pb

(

1
4�i +�j5

2
−

�i −�j

4�i +�j5
3

))

and
¡2ëi

¡�2
i

=�

(

2pi
�3

i

+
2pb
�3

i

(

1 −
3�j/�i

41 +�j/�i5
4

))

0

Note that �4�5 ≡ 43�5/41 + �54 < 1 for � > 0, where the
inequality follows because 43�5/41 + �54 is bounded above
by 43/454 < 1 as it initially increases from 0 at � = 0, peaks
at �= 1/3, then converges to 0 as �→ �. As a result,

¡2ëi

¡�2
i

=�

(

2pi
�3

i

+
2pb
�3

i

(

1 − �

(

�j

�i

)))

> 03

i.e., ëi4�i � �j5 is convex. Hence, an equilibrium of the
capacity game exists, and it is characterized by the sys-
tem of equations ¡ëi/¡�i = 0, i = 112, or 4pi + pb5/�

2
i − pb ·

41/4�i +�j5
2 − 4�i −�j5/4�i +�j5

35 = �i/�. At the symmet-
ric equilibrium � = �1 = �2 with identical parameters, this
reduces to

(

p1 +
3
4
pb

)

1
�2

=
�

�
or

�A4
=

√

�

�

(

p1 +
3
4
pb

)

=

√

(

1 +
1
2
q

)

���

�
1

which is identical to �C (see Proposition 3). Then it imme-
diately follows that �A4 = �C and ëA4

tot = ë C
tot. Now con-

sider the prevention/capacity game of §5. Firm i’s expected
cost is

ëi = �i

(

1

�̄i − ai
−

1

�̄i

)

+�i4�i − �i5

+�

(

pi
1
�i

+ pb

(

�j/�i

�i +�j

+
�i

4�i +�j5
2

))

1

where pi = 41 − qij5�i� and pb = 4qij�i + qji�j5�. Following the
solution procedure outlined in the proof of Proposition 4,
we find that at the symmetric equilibrium with identical
parameters,

�A4
=

(

1+q/2
41−q/452

�2

���

)1/3

and �A4
=

(

41+q/252

1−q/4
���

�2

)1/3

0

Comparing these with the expressions for �C and �C

appearing in Proposition 4, we have �A4 > �C and �A4 >�C .
Next, consider A5, under which gi4Yi � Yj5 = 41/2514Yi = Yj5
and thus E6gi4Yi � Yj5min8Yi1Yj97= 0. Then firm i’s expected
cost is ëi4�i � �j5 = �i4�i − �i5+�4piE6Yi7+ pbE64Yi − Yj5

+75
under the capacity game of §4. Note that max8Yi1Yj9 =

Yj + 4Yi − Yj5
+, and therefore 4¡/¡�i5E64Yi − Yj5

+7 =

4¡/¡�i5E6max8Yi1Yj97. This implies ¡ëi/¡�i = ¡ëc/¡�i and
¡2ëi/¡�

2
i = ¡2ëc/¡�

2
i , and as a result, the first- and second-

order conditions of the centralized and decentralized cases
coincide. Hence, �A5 = �C , and as a result, �A5 = �C . Now
consider the prevention/capacity game of §5. Firm i’s
expected cost is

ëi =�i

(

1

�̄i − ai
−

1

�̄i

)

+�i4�i − �i5+�

(

pi
1
�i

+ pb
�j/�i

�i +�j

)

1

where pi = 41 − qij5�i� and pb = 4qij�i + qji�j5�. Following
the steps similar to above, we find that at the symmetric
equilibrium,

�A5
=

(

1+q/2
41−q/252

�2

���

)1/3

and �A5
=

(

41+q/252

1−q/2
���

�2

)1/3

0

Comparing these with �A4 and �A4, we find �A5 > �A4 and
�A5 >�A4. �
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